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ABSTRACT- This study outlines a gaming-based
phishing attack simulator tailored for senior citizens, in view
of the fast-growing instances of cybercrimes in which the
elderly have problems detecting phishing scams in the form
of scamming letters, emails, and phone calls. The proposed
solution is a web application that features practical scam
stories to test users. Decision-making is a crucial step in the
game, and users need to take decisions based on the
knowledge acquired. Immediate feedback is provided,
accompanied by an explanation about the right course of
action to take to avoid phishing attacks. The app will be used
to track user progress and improve knowledge. This project
seeks to ensure senior citizens are aware of cybersecurity
and feel confident using their gadgets without fear of being
scammed.

KEYWORDS- Cybersecurity Awareness, Gamification,
Senior Citizens, Web Application, Phishing, Cyber threat.

I. INTRODUCTION

The use of digital technology like internet banking, UPI
systems, and mobile apps has become integral to our lives.
But, along with these developments, the risk of cybercrime
such as phishing attacks has also escalated. One group that
is particularly susceptible to the risk of digital fraud is senior
citizens. Older users have a hard time recognizing
fraudulent messages, emails, OTP requests, and fake calls.
The lack of knowledge about how to recognize such things
and their trusting nature makes them an easy target. Owing
to a lack of understanding, people may suffer losses as well
as confusion and fear due to these attacks. Although the
problem is rising, there has been no effort made to create
learning material for older users. Hence, it becomes
imperative to design an efficient, easy-to-use, and
interactive tool that raises cyber security awareness among
seniors.

I1. OBJECTIVES

The main purpose of the project is to find a viable solution
that would enable elderly people to stay secure against any
kind of phishing attacks. It has been designed in such a way
as to help enhance cybersecurity knowledge in an effective
manner.

Some of the specific purposes of the project are:

e To make the elderly aware of various phishing attacks
that exist.

e To assist the users in recognizing fake texts, scam
messages, fraudulent links, fake phone calls, and one-
time passwords (OTP).

e To make the whole learning process safer and more
interactive through the use of gamification methods.

e To build up their confidence when making transactions
on digital platforms like online banking and UPI services.

e To minimize the risks of losing money due to such
cyberattacks.

e To make cybersecurity knowledge more practical and
comprehensible to common people.

I1. LITERATURE REVIEW

Advancements in the use of technology have greatly
enhanced the ease of interaction in communication, banking,
and internet-based transactions. On the other hand, these
innovations have been accompanied by an escalation in
cyber-attacks, including phishing. This is a form of cyber-
crime whereby cybercriminals seek to steal crucial
information like passwords, OTPs, and bank account details
by disguising themselves as a reputable party. Numerous
studies have indicated that phishing has become one of the
most prevalent and efficient forms of cyber-attacks because
it exploits human errors rather than system flaws. Studies
reveal that those individuals with little or no technical
expertise are susceptible to becoming victims of these
attacks[1],[2] Despite the widespread nature of these threats,
research specifically addressing cybersecurity challenges
and awareness among the elderly remains limited[3].

This demographic often exhibits unique learning styles and
cognitive considerations that necessitate tailored educational
approaches for effective cyber threat mitigation [4].

Senior citizens are among the most wvulnerable
demographics. Literature suggests that older adults have
faced difficulties with regards to computer literacy,
comprehension of internet applications, and inclination to
accept messages from unidentified sources. Some of the
methods that have been introduced to combat the problem of
phishing awareness is shown in the Table 1.
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Table 1: Comparison of Existing Cybersecurity Awareness

Approaches
Approach MS:di Advantages Limitations
Education | Awareness Improves int NO:.
Programs sessions, basic INtEractive,
and seminars, knowledge, fl(J)srerest rg\?g,r
Workshops training easy to tirrgle low
[21] classes organize engagement
Automated .
Phishing | filtering of Rﬁgt‘]fﬁs 2’5?};:}2?;
Detection suspicious pemailsg scams. does
using Email emails - )
Filters [22] using automatlca_lly, not educate
algorithms fast detection users
Web . .
Browser Displays Provides real- Usie:]so:r;ay
Security warnings time alerts, wagrnin s
Warning for unsafe protects users limite dgt 0’
Mechanisms We?_SI::(es or Whll_e browser
23] inks browsing usage only
. Often
Cyber
Seélt?rity Structured Zgg::jeeds complex, not
Traini learning suitable for
raining knowledge, -
Programs modules improves _ senior
and courses understandin citizens, less
[24] Y engaging

All the mentioned measures work effectively to some
degree; however, they have proven to be ineffective as far as
dealing with elderly users because of their complexity and
non-interactional approach.

Recently, scientific research pointed out that using a
gamified approach could prove highly beneficial for teaching
cybersecurity skills. In general, gamification means
incorporating challenges, rewards, and feedback into the
process of interaction. In addition, according to various
studies, people learn faster when actively taking part in
situations where decisions need to be made. Nevertheless,
the gap related to user-oriented applications, especially
designed for older users, still exists[5],[6] (See the table 2).

Table 2: Comparison of Existing Methods Used

Research Papers

Who Falls for Phish? A
Demographic Analysis
of Phishing
Susceptibility and
Effectiveness of
Interventions [1]

Method Applied | Disadvantage

Lack of
interactivity

Phishing
awareness training

Less
appealing to
senior citizens

Educational anti-
phishing system

Teaching Johnny not to
Fall for Phish [2]

A Game Design Not designed

Framework for Game-based for elderl
Avoiding Phishing learning y
Attacks [4] Users
Proposed System — Web-based Limited
Gamified Phishing gamified phishing number of
Awareness Simulator awareness participants
for Senior Citizens simulator tested

IV. METHODOLOGY

Project methodology will involve the creation and
implementation of a user-friendly, game-based mobile
application phishing awareness simulator for elderly
individuals. It will be designed with a systematic approach
so that the system is both effective and easy to use.

A. Requirement Analysis:

The challenges experienced by senior citizens have been
analyzed first. Some of the common challenges experienced
by elderly individuals include difficulty in detecting hoax
messages, navigating the application interface, and making
secure decisions.

These findings led to the determination of the following
requirements for the system: Easy-to-navigate interface
Hoax message scenarios in real life, Step-by-step
instructions, No technical complexities.[7],[8],[9]

B. Creation of Phishing Scenarios

Phishing scenarios were created for each type of commonly
used cyber scam, like SMS scams, Email scams, WhatsApp
scams, One Time Password (OTP) scams, and Bank scams.
These are made to be realistic so that the users will be aware
of what scams look like in reality. The phishing exercises
that are found in the mobile based application can be
controlled using a central database in order to facilitate
different phishing scams in front of the users. These
exercises have been designed using simple language,
graphics, and the correct form of messages appropriate for
older individuals. It should be noted that the mobile
application enables the user to practice safely without any
cybersecurity threats.

C. Gamification Implementation

In order to make the learning process interactive and
engaging, gamification methods such as reward systems
based on scores, several levels of difficulty, immediate
feedback, and performance tracking will be used in the
proposed system. This method will help learners increase
their knowledge about phishing while being highly engaged
and motivated. These gamification elements are
implemented within the design of the interface of the
mobile-based application. The system tracks the scores,
levels, and progression of the users through the backend
database of the system, which enables constant tracking of
the performances. This application ensures that the system
is easily accessible without complicated installation
procedures, which makes the system more convenient for
the elderly people.

D. System Design

This system is designed to be a mobile based application
through which the user gets a dynamic experience while
learning about phishing scams. The system has been made
senior-friendly in terms of its interface by using large
buttons, easy language, and visuals so that it can be used
easily by senior users.

The idea of using a scenario-based learning method was
used in which scenarios of phishing attacks like SMS scams,
email scams, WhatsApp scams, and OTP scams were
presented to the users. The users had to analyze those
scenarios and make decisions accordingly. Through realistic
simulations, the users would learn how phishing scams are
executed in the real world. Scores, levels, and feedback
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mechanisms were used to keep the user motivated through See the Figure 1, it shows the workflow diagram of our
the process of learning. system.

( START )
.

SENIOR CITIZEN

= Target user of the
phishing awareness system

h 4
APPLICATION INTERFACE « !, AWARENESS TRAINING MODULE
D (UI) AND PROFILE SETUP '@' Provides educational content on
User registration and phishing types, sal"cty tips,
profile configuration and best practices
PHISHING SIMULATOR ENGINE A USER DECISION MODULE
@ Generates realistic phishing Jh User analyzes the scenario
scenarios and simulates and chooses an action:
user interaction Click / Ignore / Report
Click Ignore Report
L

action, and offers useful tips

FEEDBACK AND EXPLANATION MODULE
@ Provides instant feedback, explains the correct

Y
[ T GAMIFICATION MODULE

Awards points, badges, and levels
to motivate and cngage uscrs

Y
I REPORTS AND DATABASE MODULE

Stores user performance, tracks progress,
and generates analytical reports

Figure 1: Flow chart of our system

A. Feedback and Learning System B. Testing and Verification

* After each user response, the system offers: o The software undergoes testing to verify its:

e Why the situation is safe or dangerous Information on e Ease of use by elderly individuals Functionality in all
safety precautions and signs of danger. How to respond scenarios Readability and navigability Accuracy of
appropriately in reality. feedback and response generation

o Such a learning opportunity ensures that users can learn
from their mistakes in a safe setting.
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e The user’s interaction with the program is monitored to
determine if the program successfully raises awarenes
and enhances decision-making skills.

V. SYSTEM ARCHITECTURE

The architectural design of the proposed system tries to
build an easily navigable environment for elderly people.
The modular architecture in this case ensures that the
components serve different purposes in a way that makes
the operation of the application seamless. Once the input is
made into the system, the application layer will process the
input by obtaining appropriate information from the
database and evaluating the input made by the user. On the

basis of the result of this evaluation, instantaneous feedback
will be given to the user with appropriate scores.

Moreover, the architecture is flexible and scalable in a sense
that it can incorporate additional scenarios in the future, uch
as support for multilingual and voice assistance. Security
issues are also considered in the sense that there will be no
collection of personal information from the user. The logic
layer serves as the kernel of the entire application, taking
care of user input processing, decision-making, gameplay
management, and providing corresponding responses to
them. The data layer involves a well-designed scenario
database comprising several phishing attack types,
including fake SMS, emails, WhatsApp messages, and OTP
fraud attacks[10],[11],[12]. See the below Figure 2.

=N\
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v

D App Interface (UI)

!

System Modules

v

Awareness

@ Training Module
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Phishing
Simulator Engine

!

“®

i User Decision
Module

v

Feedback &

@ Explanation Module

v

Gamification Module

—>
(Score, Points, Badges, Levels)

v

Y

Reports & Database
(Progress Tracking, Analytics)

A

Figure 2: System Architecture

e User Interface (Ul) Layer: This forms the front end of
the application where the user interface occurs. The Ul
layer is developed specifically for senior citizens, and it
includes: Larger buttons Simpler language Intuitive
navigation Content that relies on visuals. The user
interface layer shows phishing examples through SMS,
emails, or phone calls and enables users to choose their
actions.

e Application Logic Layer: This represents the main
processing engine of the software. Its responsibilities
include Showing scenarios to the user Obtaining user
feedback (safe / scam classification) Analyzing user
inputs Determining the flow of the game (level, score,

etc.) It makes sure that the program works efficiently and
appropriately reacts to user actions.

e Scenarios Database: This module contains all the
information related to phishing scenarios in the software,
such as: Phishing text SMS messages Phishing emails
Scam phone calls WhatsApp scams. The Scenario
Database is an essential feature in the system responsible
for storing all phishing content utilized by the
application. The database contains various scenarios
created according to real-life phishing tactics employed
by criminals.

Various types of phishing incidents are included in the
database, including false SMS messages, fake emails,
WhatsApp scams, and OTP-based fraud phone calls. Each
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scenario in the database comprises a message, a set of user
choices (which could be safe or scam), and an explanation
of the message. Once the user selects an option, the database
will provide relevant feedback immediately. Scenarios
within the database are classified into varying degrees of
difficulty. They start with the simplest form, which may
seem obvious to users, and increase in difficulty level
towards the most realistic phishing attacks. The database
can accommodate other phishing scenarios in the future
without any modifications to ensure the database is current
with changing cyber threats.

e Feedback and Progress Monitoring Module: This
module serves to: Provide immediate feedback upon
completion of the step. Explain whether the scenario is
safe or not Show safety pointers and warning symbols.
Monitor user performance (score, level, progress). The
general flow of the system may be summarized as
follows: User opens the app. Phishing scenario is shown
User makes a choice (safe or scam). System analyzes the
answer. Feedback and explanation are provided. Score
and progress are updated. Next scenario is shown. Such
an architectural design makes sure that the system will
be simple, scalable, and efficient, and at the same time
will make learning enjoyable and appropriate for elderly
people.

VI. RESULTS

The designed phishing simulation game tool was assessed
for its usability, efficiency, and engagement level,
especially with senior users. The assessment looked into
how effectively the mobile-based application enhances
phishing skills, decision-making, and confidence levels
using gamified approaches.

A. Operational Outcome

The designed simulation app has successfully replicated
various forms of phishing attacks including SMS frauds,
phishing emails, WhatsApp scam messages, and deceptive
phone calls. With the simulation software, users are able to
assess various phishing scam scenarios and make their
decision based on whether they find the situation secure or
not. Instantaneous feedback is available immediately after
every decision made by the user with proper explanations of
all possible warning signs that the phishing message might
include. User scores have been kept in order to measure user
performance levels.

In conclusion, the Gamified Phishing Awareness Simulator
for Senior Citizens has proven to be effective in improving
cybersecurity awareness among elderly people. At first,
most users were unable to identify phishing attacks
especially when the messages contained urgent requests for
OTP, fraudulent messages from banks, suspicious links to
financial transaction pages, or emotionally driven scam
messages. With time, users are becoming adept at spotting
warning signs such as urgent messages, grammar mistakes,
suspicious links, unknown senders, and demands for
confidential information.

Gamification elements, such as scoring mechanisms, levels,
feedback notifications, and progress, boosted engagement
levels and motivated users to continue with their learning
process. The elderly were able to gain confidence in using
digital tools for activities like online banking, UPI
payments, WhatsApp communication, and mobile apps.

Moreover, the program provided a secure space where
people can make mistakes while learning without exposing
themselves to any cybersecurity threats. In conclusion, the
mobile application designed proved to be effective based on
its operational performance due to its interactive learning
approach, practical phishing simulation, and good usability
design.

B. User Knowledge and Understanding

It was found that users can: Be better aware of phishing
emails through repeated usage Recognize warning signs like
urgent emails, unrecognized links, and OTP requests
Perform actions correctly during doubtful circumstances.
Scenario-based learning allowed users to learn practically
rather than just theoretically.

C. User Experience (Elderly Focus)

Upon conducting testing and observing users: An easy-to-
use interface made the app convenient for elderly users to
navigate large buttons and instructions made using the app
less confusing Users felt comfortable in learning from safe
environment Immediate feedback assisted in minimizing
fears and boosting confidence. Gamification was well
received by users. Engagement via Gamification.
Gamification techniques like scoring, levels, and tracking
helped increase: Engagement of the users Motivation to
keep learning Retention of the concepts of cybersecurity.
There was higher engagement than the usual approaches
used[13],[14],[15].

This project shows how a simple, engaging, and gamified
approach is sufficient for teaching cybersecurity to seniors.
From the findings, the recommended system appears to be
an appropriate strategy in minimizing phishing threats
amongst older adults through awareness and interactive
learning techniques. This is consistent with studies that
indicate the use of gamification, like that used in this
simulation, always leads to improvement in terms of
retaining information and behavior change during
cybersecurity training [16]. It is also consistent with
previous studies on the effectiveness of serious gaming on
improving the ability of users to recognize phishing scams
compared to conventional means of education [17], [18].
Demographics of Participants: The experiment-based
assessment was performed on 20 participants who are senior
citizens within the age group of 55 to 70 years. The
participants consist of both male and female individuals
with basic technical skills to operate smartphones and use
the Internet. Most of the participants have prior information
about using services like UPI, WhatsApp, online banking,
etc.; however, they lack information on phishing, scams,
and cybersecurity.

D. Experimental Evaluation

An experiment was carried out on the use of the proposed
system by conducting a simple usability test on thirty
seniors ranging in the age bracket from 55 to 70 years old.
These individuals had prior knowledge about smartphone
usage but lacked adequate knowledge concerning
cybersecurity. Participants were asked to conduct a phishing
awareness pre-test before interacting with the gamified
phishing awareness application. A post-test followed after
participants engaged with the application and conducted
phishing scenarios. Improvement was noted in terms of
phishing awareness and scams identification capabilities.
This is given in Table 3 and also in Figure 3.
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Table 3: Experimental evaluation of user performance in pre-test and post-test

Evaluation Metric

Awareness Score

Scam ldentification

User Confidence

User Engagement

Pre-Test | Post-Test
42% 84%
38% 81%
45% 86%
52% 90%

Performance Comparison Before and After Using Proposed System

Comparative analysis of phishing awareness performance in pre-test and post-test evaluation.

100%

15%

3%

25

=

0

5=

Awareness Scam ldentification

@ Pre-Test

Engagement

Confidence

© Post-Test

Figure 3: Comparison of performance of users before and after utilizing the proposed system

In the above Figure 3, it illustrates the effectiveness of the
proposed phishing awareness system by comparing user
performance in pre-test and post-test evaluations. The graph
shows significant improvement across all measured
parameters, including awareness, scam identification,
confidence, and engagement after using the system. Post-
test scores are considerably higher than pre-test scores,
indicating that the proposed system successfully enhanced
users’ ability to recognize phishing attempts, improved their

confidence in identifying scams, and increased overall
engagement in cyber security awareness activities. . In
Figure 3, the user interface of the phishing awareness
simulator is presented, which provides information on the
dashboard through which phishing scenarios can be
accessed by users to monitor their learning status.
Graphical representations of the final outputs have been
shows in Figure 4, and Figure 5.
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Phishing simulator

Progress

1 Level 3/8 —

UPI payment request
QUICK CHECK 7
Tap the textto below at home. Is it safe to
approve? Government texts are mony rarely
request funds to pay bills

Caller ID can be faked, and megssed
magse can hyper linked.

Never click OTP/UPI links or send

escrnd information.

When in doubt, verify via official app
or call a setiual branch.

Dear Customer, Rs.24999 Is

requested toe pay via UPJ.

If notyaw,Jick spo-weni-

weebnmdebot with NDYF

or amounts will be

debited.

S el

Figure 4: Login and phishing simulation dashboard of the proposed system

In the above Figure 4, it depicts the phishing detection some suspicious messages from which the user has to judge
model in an interactive manner where the user comes across if they are legitimate or phishing messages.

Phishing simulator Admin

Bage ary hees

Progress

@ Level 3/18

Bank debit slert

- QUICK CHECKS
A routine message after you used your

card at a shop, Scam or normal? Government and banks rarely

send payment links by SMS

Caller ID can be faked - hang
up andil the official number.

Never share OTP, UPI, PIN, or card

details with anyone

i oo S When in doub en the official

app or visit a known branch

Rs.15,0000 debited
Afc-26522E on23-May2
d-N-21 24 to pav
8932 at KLS Bakers.,
If not you, call 50
265-3333

Report as scam Looks safe / OK

Figure 5: Phishing detection interface
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In Figure 5, it shows the feedback generation part of the decision.
system, where feedbacks are given to the user after his/her
. X
Not quite

Safety Tip:

This one is actually a typical legitimate bank SMS.
There is no link and no request for OTP or PIN.

Save your bank’s SMS sender IDs. Alerts
usually show lest digits of account and never
ask you to tap a link to websites.

Next Level >

Figure 6: Feedback and warning notification generated after user response

In above Figure 6 shows the system immediately reacts to
the user’s action in the phishing scenario, issuing a warning
notification and explanatory feedback. In this case, the
system informs the user that the message is a legitimate
SMS from a bank and states that there are no malicious
elements such as phishing links or OTP requests. Also, a
security tip is provided to guide users on how to spot
genuine bank messages. This feedback module helps users
understand, boosts cybersecurity awareness, and provides
interactive learning with guided explanations.

VII. DISCUSSION

In below Table 4 reveals that traditional methods like
awareness programs, detection systems, and structured
training modules often suffer from drawbacks such as
passive learning, low engagement, and dependence on
automated systems. However, the system proposed in this
paper offers an interactive and practical learning
environment based on the real-life phishing scenarios,
decision-making activities, immediate feedback, and
gamification elements. The comparison indicated that the
proposed system is more engaging, user-friendly, and
effective for senior citizens in improving cybersecurity
awareness and independent scam identification skills.

Table 4: Comparison of Existing Phishing Awareness Approaches and Proposed System

Approach How it Works Limitation Your System Improvement

Users are taught through Passive learning, easy to
sessions or reading material forget

Provides hands-on learning through

Awareness Programs ; .
real-life scenarios

Detection Systems
(Email/Browser)

Automatically detect and warn
about phishing

Users depend on system,
no skill development

Trains users to identify scams
independently

Complex and not engaging
for seniors

Simple interface with easy language

Training Modules -
and visuals

Structured cybersecurity courses

e . Interactive scenarios with
Our Gamified Simulator decision-making and feedback o

Practical, engaging, and confidence-
building learning for senior citizens

(Source: Compiled by the authors)
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VIIl. CONCLUSION

This paper presents a gamified phishing awareness
simulator for senior citizens. Due to the high prevalence of
cyber-fraud with increasing numbers of digital platforms
such as online banking services and various mobile apps,
older adults who have poor technical knowledge have
become increasingly exposed to the risk of being targeted.
The suggested approach to dealing with this problem
involves creating an interactive and easily accessible tool. It
will allow users to learn about cybersecurity using realistic
scam examples. From the experimental analysis, it can be
clearly seen that the system is capable of improving
phishing awareness, scam detection skills, and the level of
user confidence while working on digital platforms. Further
improvements can be made to the system by incorporating
support in multiple languages, voice guidance, and phishing
prevention tools. Thus, by using educational aspects in
conjunction with gamification, one can achieve simplicity,
efficiency, and applicability of learning process in the app.
As it follows from the results obtained during testing the
program, this approach can help significantly raise
cybersecurity awareness among older adult users as well as
improve their decision-making and confidence. Overall, this
project has not only academic importance but also a
considerable social value because it targets the vulnerable
social group[19],[20].
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