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 
Abstract—This paper describes the implementation biometric 
of an embedded system for online signature verification using 
ARM processor. Online signature verification is one of the 
biometric features which can be used as a common method 
for identity verification. The online signature verification is 
the aim of difference between the original signature and 
forgery signature. The online signature verification is 
primarily focused on skilled forgery detection. The signatures 
are acquired using a digitizing tablet which captures both 
dynamic and spatial information of the writing. After 
pre-processing the signature, several features are extracted. 
The authenticity of a writer is determined by comparing an 
input signature to a stored reference set (template) consisting 
of three signatures. The similarity between an input 
signature and the reference set is computed using string 
matching and the similarity value is compared to a threshold. 
Several approaches for obtaining the optimal threshold value 
from the reference set are investigated. The best result yields 
a false reject rate of 2.8% and a false accept rate of 1.6%. 
The On-line Signature Recognition and Verification is 
implemented using MATLAB. This work has been tested and 
found suitable for its purpose.   
 

Index Terms—Biometrics, embedded system, friendly 
ARM, handwritten signature, MATLAB. 
 

I. INTRODUCTION 
Digital signature capture is used in a lot of applications 

now a days for verification. A signature which pertains to 
an individual is captured and treated like an image 
containing a pattern of pixels which can be used for 
verification. However no two signatures of a person are 
precisely the same. The important factor is to differentiate 
between the parts of the signature and those that vary with 
almost every signature. There are two types of features that 
validate the signature. They are Static and Dynamic. Static 
features are extracted that are recorded as an image whereas 
dynamic features are extracted from signatures that are 
signed in real time. Signature verification is a common 
Biometric technique to identify human beings for purposes 
of verifying their identity. Basically we can classify the 
Signature authentication system into two types: 
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Off-Line: The signature is scanned to get its digital 

image representation eg.pen and paper.  
On-Line: Uses special hardware such as a digitizing 

tablet or a pressure sensitive pen to record the pen 
movements during signing. 

Handwritten signature is the most usual method by 
which a person declares that they accept and take 
responsibility for a signed document. This method is 
extensively used by contemporary society and has a solid 
legal basis accepted by the international community as a 
personal authentication method. However, handwritten 
signature has certain disadvantages, which have hindered 
its widespread use as biometric modality. The main 
challenge currently faced by researchers is that samples 
taken from the same individual have a large variability in 
their shapes and over time. Besides, forgery signatures 
carried out by impostor’s exhibit a small interclass 
variation, which makes their identification as intrusive 
users more difficult. However, an interesting advantage is 
that the acquisition process can be readily performed by 
electronic devices such as pen tablets, touch screens. These 
devices offer not only the possibility of capturing the stroke 
of the signature (spatial information represented by the 
horizontal and vertical pen position),but also other 
measurable characteristics such as pen pressure or pen 
angle versus time. Online signature verification is known as 
the method that includes these additional characteristics to 
increase the interclass variability between genuine and 
impostor signatures. 

II.  DESIGN OF THE SYSTEM 
      The biometric online signature verification algorithms 
include a set of functions based on different signal 
processing techniques. Such functions usually have a high 
computational cost, since they manage an important 
amount of data and deal with complex operations carried 
out in floating-point format. Usually, microprocessors 
clocked at moderate frequencies (50 MHz–400 MHz) are 
generally too slow for applications requiring intensive 
computations. Thus, recently several publications proposed 
the use of ARM processors as platform for implementing 
embedded biometric systems with outstanding performance 
in terms of execution time and cost developed a complete 
finger print recognition system embedded on ARM. The 
work presented an ARM implementation of an embedded 
system for online recognition. The performance offered by 
this system was better than that presented by a portable 
commercial device based on a high-performance processor. 
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The ARM processor is ideal for many real-time embedded 
applications with demanding size constraints and 
cost-sensitive considerations. The ARM processors Power 
optimized and cost-effective. Additionally, some ARM 
cores incorporate "Enhanced DSP" instructions. Decreased 
heat production and lower overheating risk. 

 
Fig 1: Block Diagram of the Overall System 

  The online signature verification is used to friendly 
ARM9 mini2440 controller. The mini2440 is a single board 
computer based on s3c2440 microprocessor. Using 
MATLAB the proposed system is MATLAB is the 
high-level language and interactive environment used by 
millions of engineers and scientists worldwide. It lets you 
explore and visualize ideas and collaborate across 
disciplines including signal and image processing, 
communications, control systems, and computational 
finance. In our project used MATLAB to verify the 
signature and to process in the ARM architecture and to 
show the result via serial port. Click on the “Connect” 
button to open “SAC0”, type some characters in the edit 
area, click on the “Send” button and it will send data to the 
connected serial port device. Click on “Disconnect” to 
disconnect the connection. Click on “Setting…” to enter 
the parameter setting interface which lists some basic serial 
port parameters. Communication Port is choosing “SAC0” 
or the USB to Serial “USB1”. Speed is bits per second. Data 
is data bits, 8 or 7. 

 

 

Fig 2: Serial port communication between ARM processor 
and pc 

III. ONLINE SIGNATURE ALGORITHM 
  The training data is pre-processed and the features are 
extracted. This data is then saved in a database together 
with a unique identifier that is used to retrieve the 
signatures during matching. In addition, a threshold on the 
matching score is derived from the training data. For 
verification, a test signature along with the claimed writer 
identity is input to the system. The same pre-processing and 
feature extraction methods are applied. The signature is 
then compared to each of the reference signatures which are 
retrieved from the database based on the writer identifier. 
The resulting difference values are combined and, based on 
the individual threshold for the writer; the signature is 
accepted as genuine or rejected as a forgery. 

 

Fig 3: Steps in online signature verification 

A. Acquisition 
The acquisition of a signature is performed by a 

specialized input device. In our experiments a commercial 
pen tablet was used to obtain signature images for testing 
purposes. It is desirable that these data satisfy the 
regulations adopted in international standard 
organizations. This international standard has been 
developed to enable the interoperability among products 
and developments to facilitate their joint integration. It 
specifies two data inter change formats. The first one, 
known as full format, is well suited for our application, as it 
stores the raw data in the form of a multi dimensional time 
series vector with a precision of 2bytes.These named 
compact format, is oriented to smart-cards or other tokens 
with limitations in storage and communication capabilities. 

B. Pre-processing 
The input signal from a digitizing tablet or digitizing pen 

can be very jagged. The physical space provided for writing 
the signature may vary between different applications and 
the pen used can affect the smoothness and the size of the 
signature. A commonly used method to smooth the 
signature is based on a Gaussian filter. In order to compare 
the spatial features of the signature, time dependencies have 
to be eliminated from the representation. This is achieved 
by re-sampling the signature uniformly with equidistant 
spacing. Certain points in the signature, such as start and 
end points of a stroke and points of trajectory change carry 
important information. These points, referred to as critical 
points, are extracted before pre-processing and their 
positions are retained throughout the re-sampling and 
smoothing process. Temporal features must be extracted 
before re-sampling, and then propagated to the re-sampled 
points by interpolation. Solutions for pre-processing steps: 
i) Size Normalization ii) Position Normalization iii) 
Smoothing  iv) Re-sampling  v) Ligature. 
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Fig 4: Pre-processing of online signatures. 

C. Feature extraction 
All strokes are combined into one long stroke during 

pre-processing. The original number of strokes is recorded 
and used as a global feature. From the x- and y-coordinates 
of the pre-processed image, a number of local features are 
extracted which are divided into two categories, spatial and 
temporal features. Spatial features are static features that 
are extracted from the shape of the signature. Local features 
are using the ordering (timing) of the signature. When the 
input data to an algorithm is too large to be processed and it 
is suspected to be very redundant (e.g. the same 
measurement in both feet and meters, or the repetitiveness 
of images presented as pixels), then the input data will be 
transformed into a reduced representation set of features 
(also named features vector). Transforming the input data 
into the set of features is called feature extraction. Feature 
extraction involves reducing the amount of resources 
required to describe a large set of data. Absolute and 
relative speeds are defined as distance per unit time. Tablet 
PC captures the position of the pen 100 times per second 
Distance is measured in pixels. Only distance between 
points is necessary to define the speed. Speed is normalized 
by dividing the local speed at each sample point by the 
average writing speed of the signature Overall speed may 
vary but the relative speeds should be more stable. 

D. Verification 
In the verification process a test signature must be 

compared to all the signatures in the reference set (template 
database). Three basic methods to combine the individual 
dissimilarity values (between the input and one of the 
templates) into one value are investigated: (i) the minimum 
of all the dissimilarity values, (ii) the average of all the 
dissimilarity values and (iii) the maximum of all the 
dissimilarity values. After the dissimilarity value is 
computed, a decision regarding whether the signature is 
authentic or a forgery must be made. For this, the result of 
the matching will be compared to a threshold. If the 
dissimilarity value is above that threshold, the signature is 
rejected, otherwise it is accepted. The threshold can be 
chosen to be identical for all the writers or set individually 
for each writer.   
     A common threshold has the advantage that all the 
enrolment data from all the writers can be used to find an 
optimal threshold. The dissimilarities between all the 
signatures of all the writers who are enrolled into the system 
are computed and a threshold value is selected based on the 
minimum error criterion. 

Writer-dependent threshold to adapt the verification 
process to the properties of a single writer, 
writer-dependent thresholds should be used. In principle, a 

writer-dependent threshold can be derived only from that 
writer’s enrolment data. However, to reliably estimate the 
writer-dependent threshold, more enrolment data than 
usually available are necessary. To circumvent this, one 
starts with a common threshold and then modifies it for 
each writer by adding a writer specific component. Three 
choices to calculate the writer specific component from the 
reference set are investigated: (i) the minimum distance 
between all the references, (ii) the average distance between 
all the references and (iii) the maximum distance between 
all the references. 

 

Fig 5: Verification steps in online signature verification 

IV. SIMULATION RESULTS 
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Fig 6: Simulation results for online signature verification. 

This proposed method has been implemented and 
evaluated with one session is signature matched and 
another session is signature unmatched. These signatures 
were collected database using ARM processor via serial 
port. Forgeries are classified into random or zero-effort 
forgeries and skilled forgeries. For a random forgery, the 
forger has either no knowledge about the original signature 
or does not try to imitate the shape of the signature. Since 
only a limited number of forgeries exist in our database. 

V. CONCLUSION AND FEATURE WORK 
 A system for on-line signature verification has been 

implemented. The best results are biometric algorithm for 
signature verification based on the new system should be an 
on-line system. Shape is an integral part of signature 
verification; it is a biometric that is most easily imitated by 
a forger.  Both global & local features should be used. 
Different methods have been tried with varying results, 
about 99% at the best. Great deal of speed improvement to 
be done. Signature segmentation into individual strokes 
needs attention. Multi-expert system to integrate different 
methods. The analysis on proper setting of thresholds and 
use of user-specific thresholds. Sensors have developed to a 
fair point of saturation. Study on multi-lingual signatures is 
unfocused.  

The best error rates for a common threshold are 3.3% 
false rejects and 2.7% false accepts. Writer-dependent 
thresholds are computed from the reference signatures. All 
the reference signatures are matched with each other. The 
best feature set for writer-dependent thresholds consists of 
the absolute speed between critical points as the speed 
feature. Using the minimum dissimilarity value plus a user 
dependent offset results in 2.8% false rejects and 1.6% false 
accepts. Finally, more signatures must be collected and over 
a longer period of time. The current test database, 
consisting of signatures from 102 writers, is at most 
representative of an application appropriate for a small 
organization. Larger organizations or applications that use 
signature verification for their clients will have a much 
larger signature database and the scalability of our system 
needs to be investigated. 
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