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Abstract— This paper presents a modified version of blind 
signature . The proposed method adds more complex  blind 
factors to increase the blindeness property of the message sent . 
In order to achieve this goal , the proposed system suplements 
the traditional blind signature methods by multiple random 
variables which are called blind factors  attached at different 
locations in the original message . The blind signature  method 
in this paper  is implemented in sensitive applications such as 
voting and cash transfer.   

 
Index Terms— Digital Signature , Blind Signatures, Blind 

factors , Cryptography .  

 

I. INTRODUCTION 

  In cryptography , digital signature schemes are essential for 
electronic commerce because they allow one party to 
authorize digital documents that are transmit across 
networks. Typically, a digital signature comes with not only 
the document body but also with  attributes such as “date of 
issue” or “valid until”, which may be controlled by the 
signer rather than the receiver. One can find more about 
those attributes in public key cryptography standards ,PKCS 
[1]. 
  

II. DIGITAL SIGNATURE  

   Blind signature is a form of digital signature in which the 
content of a message is disguised (blinded) before it is 
signed. The resulting blind signature can be publicly 
verified against the original, unblinded message in the 
manner of a regular digital signature. Blind signatures are 
typically employed in privacy-related protocols where the 
signer and message author are different parties. Examples 
include cryptographic election systems and digital 
cash schemes.[2] 
One type of blind signatures is a partially blind signature 
that allows the signer to explicitly include common 
information in the blind signature under some agreement 
with the receiver. For instance, the signer can attach the date 
of issue to his blind signatures as an attribute. If the signer 
issues a huge number of signatures in a day, including the 
date of issue will not violate anonymity. Accordingly, the 
attributes of the signatures can be decided independently 
from those of the public key [3]. 
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III. CONCEPT OF BLIND SIGNATURE 

The concept of blind signature was introduced by David 
Chaum in 1982 [2,4]. A blind signature scheme facilitates to 
ensure that the user’s private information would not be 
revealed when he/she proceeds with casting or purchasing 
over the internet. According to Chaum who offered the 
concept, two parties, namely a group of requesters and a 
signer, are the participants  of a blind signature scheme. 
Suppose one of the requesters asks for a blind signature from 
the  signer, first the requester blinds a message using the 
blind factor and then sends the blinded message to the 
signer. After receiving the blinded message, the signer signs 
it using his/her private key and then sends the blinded 
signature back to the requester. Afterwards, the requester 
can extract the signature signed by signer by eliminating the 
blinding factor from the blinded signature. To verify 
successfully the legitimacy of the signature; one can utilize 
the signer’s  public key. The typical applications of blind 
signatures include e-cash, where a bank signs  coins 
withdrawn by users, and e-voting, where an authority signs 
public keys that voters later  use to cast their votes. Another 
application of blind signature scheme is anonymous 
credentials, where the issuing authority blindly signs a key 
[5,6]. Recently, Microsoft introduced a new technology 
called U-prove to overcome the long standing dilemma 
between identity assurance  and privacy which uses as a 
central building block  blind signatures [7,8]. 

IV. BLIND SIGNATURE SCHEME  

The blind signature scheme is supposed to satisfy the 
following requirements: [4, 9, 10]:  

1: Correctness: the correctness of the signature of a 
message signed through the signature scheme can be 
checked by anyone using signer’s public key. 

2: Blindness: the content of the message should be blind to 
the signature; the signer of the blind signature could not 
see the content of the message. 

3: Unforgeability: only the signer can give a valid signature 
for the associated message.  

4: Untraceability: the signer of the blind signature is unable 
to link the message-signature pair even when the signature 
has been revealed to the public.  
 

There are many blind signature schemes have been 
proposed. Recently, many researchers proposed a variety of 
blind signature schemes [11, 12,13]. The most widely used 

A Strong Blind Signature Using Cascade 
Blind Factors  

Dr.Ayman A.Rahim A.Rahman, Dr.Abdulameer K.Hussain,  



 
A Strong Blind Signature Using Cascade Blind Factors  

8 

blind signature schemes are: RSA blind signature schemes  
[2], ElGamal signature scheme [14], and Schnorr Blind 
signature scheme [15]. RSA blind signature scheme security 
is based on the  problem of integer factorization, while 
ElGamal and Schnorr blind signature schemes are based  on 
the problem of discrete logarithm. 

V. RELATED WORKS 

In [16]  a research of an efficient blind signature scheme 
under which information can be hidden in the signature and 
uncovered later for security purposes. This scheme when it 
is applied to an untraceable electronic cash system, cash 
owners are able to claim and identify lost cash; when 
applied to an anonymous electronic voting protocol, no 
election results are revealed until the entire voting process 
is finished.  
A new work had been proposed to provide a novel blind 
signature scheme based on Elliptic Curve Cryptography 
(ECC) . The security of the proposed method results from 
the infeasibility to solve the discrete logarithm over an 
elliptic curve. This work had developed the blind signature 
scheme with more complexity as compared to the existing 
schemes  [17]. 
In [18] , a paper  presented a new generalized blind 
signature scheme based on  modified Elgamal signature. 
The new design has an important property that ensures if a 
message is signed multiple times, the  corresponding 
signatures are different (this property is one of the  
properties of Elgamal signature). With the  blind signature 
scheme proposed in this paper, one with the use of  quality 
of common Elgamal signature can produces the blind  
signature. New design in comparison with RSA blind 
signature scheme has less computational complexity  and is 
faster as well. 
A new blind signature scheme based on factoring and 
discrete logarithms had been proposed . This scheme 
provides a  longer or higher security than that scheme 
based on a single hard problem. This is due  the 
impossibility of attackers to solve two hard problems 
simultaneously. Some possible attack have also been 
considered and we showed that the scheme secure  from  
those attacks. The newly developed scheme also has the 
advantage of having  low-computational complexity for the 
signature-requester and  the signer, thus makes it very 
efficient [19] .  

VI. PROPOSED SYSTEM 

This method applies the RSA method to generate a more 
complex blind signature . The first step of this method is to 
take a message (m) and convert it to a digital 
representation . Then the original message is blinded by 
multiplying it with two random variables r1 and r2 such that 
r1 and r2 are relatively primes . This means that GCD 
(r1,N)=1 and GCD (r2,N)=1  , where n is the product of two 
prime numbers p and q respectively . These two random 
numbers ,  r1 and r2 ,  are raised to the public key (e) of the 
sender  . Then the parties choose two prime numbers p and 
q and compute N=p*q. 
This procedure generates a double blind message 
representing as : 
m'=mr1

er2
e mod N 

 where r1
er2

e mod N  is called a combined blind factor. 

In this case we need an authenticated trusted entity called 
signing authority (SA) . Then m' is sent to this entity . The 
signing authority signs  m' using his/her private key (d) to 
produce  the signature SG such that : 
SG=(m')d mod N 
SG is sent back to the author of the message m'  who can 
then remove the combined blinding factor to reveal SG.  
In this method we propose two alternative methods to 
recover SG. The first one is that the author of the message 
can extract the two known random numbers from m' . The 
second method is to use RSA algorithm . These steps are 
explained below : 
SGnew=SG-1r1

-1r2
-1 mod N 

So SGnew = ( m')d r1
-1 r2

-1 =mdr1
edr2

edr1
-1r2

-1 
The Algorithm 
Choose two prime numbers p an q . 
Compute N=p * q 
Compute Phi(N)=(p-1)(q-1) 
Choose a public key (e) such that GCD (e, N)=1 
Compute the corresponding private key (d ) such that d=e-1 
mod n 
Compute m'=mr1

er2
e mod N 

Generate the signature by SA as SG=(m')d mod N 
Recover and ensure the signature as : 
SGnew=SG-1r1

-1r2
-1 mod N 

So SGnew = ( m')d r1
-1 r2

-1 =mdr1
edr2

edr1
-1r2

-1 
 

VII. CONCLUSION 

    This method proposes strong blind signatures. Most of 
traditional blind signatures use one blind factor to hide the 
content of the message and still this procedure is subjected 
to active attacks to recover the original message. In this 
method we add extra blindness by adding two blind factors 
in which the original blind message is blinded at different 
levels and thus we design a new concept which is called a 
cascade blindness.  This system enhances the blindness 
property because it is not sufficient to  use a single random 
number. In the traditional blind signatures, one random bit  b 
belongs to R in terms of {0,1} and this value may be 
subjected to forgeability property  in such a way that the 
signer controls the random selection but not the signing 
entity . However, in this case the signing entity tries to do 
two signatures for one random number, but if the signer adds 
another random number to the message, the signing entity 
cannot  forgeable the signature and hence we can prevent the 
forgeability property which may occur. We can also make 
more enhancement to blind signature by using multiple blind 
factors and in such case the system must breakdown the 
signature into different parts from the a trusted signing entity 
.  
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