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ABSTRACT- The capital cost of purchasing hardware,
software and setting up and maintaining on-site data
centers—including the server racks, round-the-clock
electricity for power and cooling, and the IT professionals
for managing the infrastructure—is eliminated by using
cloud computing. Cloud computing allows IT to respond to
business needs faster. If an application needs more
resources or capacity, It can be rapidly and simply modified
in the cloud. Another essential aspect of cloud computing is
fault tolerance, which measures how well a system can
continue to function in the face of mistakes or failures. This
survey will help acknowledge the main fault tolerance
issues and the loopholes in the traditional fault tolerance
techniques that still need attention. This survey gives us
insight into several methods that can be used to cater the
challenges regarding fault tolerance.

KEYWORDS- Cloud Computing, Fault Tolerance, laaS,
PaaS, SaaS

I. INTRODUCTION

Instead of using local servers or personal devices to manage
apps, cloud computing focuses on sharing computer
resources. These are the three main categories of cloud
computing  services-  Infrastructure-as-a-Service(laaS),
Platform-as-a-Service (PaaS), and Software-as-a-Service
(SaaS). These services are offered on demand since they are
given to end customers via the Internet. Cloud computing
eliminates the need for hardware and software investments
by enabling businesses and individuals to access apps, data
and other resources from any Internet-connected device.
Cloud computing provides On-Demand Self-Service,
scalability, elasticity, pay-as-you-go pricing, high
availability, security and automation. It is a sort of
computing that keeps track of data and applications using
the internet and centralized remote servers. With cloud
computing, users can utilize any Internet-connected device
to access files, programs and other digital resources. Instead
of a local server or a personal computer, it uses a network of
remote servers that are hosted on the Internet to store,
manage and process data. Additionally, without the need to
install or maintain complicated software, organizations can
access their apps and data at anytime from anywhere [2].

There is always a chance that data is stored in the cloud will
become compromised. Cloud computing presents an
opportunity for service providers and users to benefit from the
increased availability and reliability of systems[1]. However,
the potential for service availability and reliability is limited
by various issues. A cloud computing system's potential for a
single point of failure is one problem. A system component
known as a single point of failure is one that if it malfunctions
puts the entire system at risk. Without proper redundancy,
such a failure can cause an entire system to cease functioning.
Fault tolerance is a system design approach that enables a
system to continue functioning even when some of its
components fail [4]. In order to provide fault tolerance in
cloud computing systems, data must be saved in numerous
copies across multiple servers and various approaches must be
used to guarantee that in the event of a system failure, the data
can still be retrieved from another server. Additionally, the
survey document is divided into the following sections: A
description of a cloud computing environment is given in
Section Il. The conventional fault tolerance strategies
employed in distributed systems are elaborated in Section Il
and IV. The fault tolerance strategies now in use in the world
of cloud computing are discussed in Section V. The final
computation is done in Section VI.

CLOUD SERVICE DELIVERY MODELS
(SaaS, PaasS, laaS, XaaS)

CLOUD DEPLOYMENT MODELS
(Public Cloud, Private Cloud, Hybrid Cloud,
Community Cloud)

CLOUD COMPUTING INFRASTRUCTURES
(Virtualization, Storage, Network, Servers, Security,
Management, Backup and Recovery services)

Figure 1: Insights of Cloud Computing
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I1. INSIGHTS OF CLOUD COMPUTING

Numerous research areas including distributed computing,
grid computing and virtualization technologies have
contributed to the evolution of cloud computing. In this part,
we will discuss the various aspects of cloud computing.

A. Cloud Computing Infrastructures

The infrastructure for cloud computing consists of a number
of virtualized hardware and software resources that are
utilized to provide cloud services such as servers, storage,
networking, software and other elements for delivering
computing services through a network. Cloud computing
infrastructure allows businesses to rapidly provision
resources on demand and scale their operations up or down
as needed. It provides an alternative to in-house IT resources
and can reduce costs associated with hardware maintenance
and IT staffing. Following is the infrastructure for cloud
computing:

e Servers:
The physical equipment known as a server serves as a
host for one or more virtual machines. A cloud server is
a distant server that stores, controls and maintains data
for other connected computers or devices.

e Virtualization:
Technology that abstracts away physical elements like
networks and storage to make them available as logical
resources. It lets several virtual machines (VMs) to run
on a single physical server, which helps businesses to
lower hardware costs, boost productivity and use less
energy.

e Storage:
In the form of disk drives, Network Area Networks
(NAN), Storage Area Networks (SAN), etc. are part of
the cloud computing architecture that gives customers
the ability to archive and back up data as well as store,
manage and retrieve it online.

o Network:
It helps in providing interconnection between physical
servers. It is responsible for providing secure, reliable
and high-performance communication between servers.

e Management:
Cloud management provides tools and services that
enable organizations to configure, administer and
manage cloud resources as well as monitor usage and
performance metrics.

e F Security:
Integrity,
components.

availability and privacy-promoting

B. Cloud Deployment Models

The different methods that cloud services can offer to clients
are referred to as cloud deployment models. It enables
companies to cut back on the price of purchasing,
maintaining and upgrading hardware and software. It gives
companies the option to easily and swiftly scale up or down
as their needs change. Cloud deployment models gives
businesses the flexibility to access their data and
applications from anywhere at any time, enabling more agile
working methods. They also enable businesses to always

keep their data and applications available,

minimizing

downtime and boosting customer satisfaction[6]. The main
cloud deployment models are public cloud, private cloud,
hybrid cloud, community cloud and multi-cloud.

C.

Public cloud:

In a public cloud, services are hosted on a shared
infrastructure that is controlled and owned by a different
service provider. The services security and availability are
the provider's responsibility [5]-[8].

Private cloud:

In a private cloud, services are hosted on infrastructure that
the company itself owns and is in charge of maintaining.
The organization is in charge of the upkeep security and
accessibility of the services [6]-[8].

Hybrid cloud:

Public and private cloud services that can be employed
jointly or separately make up a hybrid cloud. In order to
benefit from the best of both worlds, it enables enterprises
to transfer workloads between the public and private
cloud.[6]-[8].

Community cloud:

In a community cloud computing paradigm, various
organizations share a single cloud infrastructure. This
enables businesses to take use of the public cloud's cost
benefits and scalability while still maintaining control over
their data and applications[8].

Multi-Cloud:

Using numerous public cloud services from various cloud
providers, a company uses a multi-cloud cloud computing
model. As a result, businesses can take advantage of the
cost reductions, scalability and flexibility offered by
various cloud providers[8].

Cloud Service Delivery Models

User cost savings are offered by cloud service delivery
models. Users may be able to cut costs on the hardware,
software, and upkeep expenses related to conventional IT
platforms, depending on the model selected. To safeguard
user’s data and apps from illegal access, it offers better
security choices including data encryption and authentication.

It

also enables users to automate some procedures and

processes, like provisioning and setup to improve efficiency.
According to Fig.2, three fundamental service models are used
to divide up cloud service delivery models.

Software as a Service (SaaS):

This is the most well-liked form of cloud computing, in
which internet-accessible apps are made available to
consumers by cloud service providers. Typically
subscription-based SaaS applications are managed and
maintained by the cloud provider. Users can get access to a
number of cloud-hosted applications. This makes the
deployment procedure simpler and eliminates the need to
install and maintain software on each end-user's
device[1],[7]. SaaS also gives businesses the ability to
scale up because customers can access the program
whenever they need it and only pay for what they really
use.
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o Infrastructure as a Service (laaS):

The most fundamental cloud computing model is this
one. Users are in charge of deploying, operating and
maintaining their apps and data, while laaS providers
manage and maintain the underlying infrastructure and
software. Businesses can access all the advantages of
cloud computing with the help of laaS, which offers
cloud infrastructure that comprises servers, storage,
networking and other elements [1],[3],[9]. Scalability,
cost reductions, and enhanced agility are laaS's major
benefits.

e Platform as a Service (PaaS):

In the PaaS paradigm, users have access to a
development and deployment environment through
cloud providers. PaaS is frequently used for web
applications and cloud providers usually give users
access to the frameworks and tools required for
development and deployment. PaaS offers a platform for
businesses to create, host and control cloud-based
applications [1],[6],[9]. As a result, developers are free
to concentrate on the application code without having to
worry about maintaining the physical infrastructure.
Because services like databases are already set up and
ready to be used, PaaS also lessens the complexity of
development.

e Anything as a Service:

Access to services, applications and resources can be
obtained through the internet using this cloud service
delivery architecture. It provides a range of services,
including infrastructure as a service (laaS), software as a
service (SaaS), platform as a service (PaaS) and storage
as a service.

Cloud Clients
SaaS PaaS laaS
(Software (Platform as | (Infrastructur
asa a Service) easa
Service) Service)

Figure 2: Cloud Service Delivery Models

D. Fault Tolerance

e Faults:

Faults in cloud computing cause errors or interruptions in
the normal operation of a cloud-based system. They can be
caused by hardware issues, software bugs, or
misconfigurations. Faults can lead to decreased performance
and outages, as well as data loss and security vulnerabilities.
Fault detection and recovery are important components of

cloud computing, as they enable the cloud system to detect and
respond to any errors or disruptions in its operations[3],[10].
Fault tolerance and resiliency are also important aspects of
cloud computing, as they enable the system to continue to
function despite any unexpected events.

e Classification of Faults:

o Omission Faults: Omission faults refer to errors or
problems caused due to the lack of a certain feature,
process, or action. These kinds of errors can happen
when a person doesn't have access to a certain
process or feature because they don't have the
necessary rights or permissions, or when the process
or feature isn't offered by the cloud service.

o Aging Related: Aging-related faults can be defined as
any type of fault or failure caused by the gradual
deterioration of cloud computing resources due to
wear, usage, and other environmental factors such as
Denial of services and Disk space full.

o Response Faults: Response faults are software-
related errors that occur when an application, service,
or device fails to respond to a request in a timely
manner. When a response fault occurs, users may
experience slow loading times, timeouts, or errors
such as Value faults and State transmission.

o Software Faults: Software faults are errors, bugs, or
issues that can occur in the cloud software during its
execution or due to incorrect configuration, incorrect
code and other causes. These faults can cause
applications to crash and become vulnerable to
security attacks, or produce incorrect results such as
transient and intermittent.

o Timing Faults: Timing faults occur when a cloud
service does not deliver expected performance within
the specified timeframe. These can include delays in
service delivery, slow response times, or service
unavailability due to system overload. They may
result in a variety of problems, including degraded
customer experience, decreased revenue and lost
productivity such as early faults and late faults.

o Miscellaneous: Miscellaneous faults are errors or
problems that are not directly related to a specific
system. They can range from user errors to hardware
failures and may affect multiple systems such as
permanent faults and incorrect design.

E. Fault Tolerance Approaches:

Fault tolerance is a crucial requirement for cloud computing
environments. When designing a cloud system, fault tolerance
is essential for increasing availability, scalability, and
reliability. Fault tolerance approaches can include redundancy,
replication, load-balancing and fault-tolerant algorithms in
order to maintain the robustness of cloud computing
[2],[3],[11],[13]. These techniques help to ensure that the
cloud system is resilient and reliable, even in the face of faults
and failures. The primary category of fault tolerance
approaches identified in the literature are mentioned below:
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Reactive Fault Tolerance: Reactive fault tolerance
(RFT) is a technique used in cloud computing to ensure
the availability of services even when unexpected errors
occur[3]. It maintains the robustness of the system and
works by proactively detecting and repairing faults
before they become service-impacting. Some of the
reactive fault tolerance techniques are elaborated below:

Check Pointing: It is based on the concept of saving the
current state of an application periodically and restoring
it when needed. [14],[15].

Job Migration: If a job is not capable enough to
complete its execution on some current physical
machine, then the job can be migrated to another
machine for the completion of its execution [16].
Replication: With this technique, a cloud service
provider creates multiple identical copies of data and
applications and stores them on different servers
[11],[15]. This ensures that if one server fails, the other
copies are still available.

S-Guard: It is based on the concept of recovery and
rollback process for the successful execution at the time
of failure[17].

Retry: It involves the system retrying an operation in the
event of a failure or timeout until it doesn’t get
successfully executed and use the same resources to
retry[16].

Task: Resubmission: This technique works by
resubmitting the failed task multiple times until it
reaches the desired result [11],[14].

Rescue Workflow: It helps to ensure that any faults in
the system are isolated from the rest of the system in

order to prevent them from causing a system-wide failure
and the system continues to work even after any job
fails[16].

Proactive Fault Tolerance: It is a technique that
proactively detects potential fault conditions and takes
corrective measures to prevent system outages. Some of the
proactive fault tolerance techniques are elaborated below:
Self-Healing: Self-healing technique uses divide and
conquer approach to fault tolerance in cloud computing. It
works by dividing the system into smaller parts and
handling each part independently [3],[14],[18].

Software Rejuvenation: It is a process of restarting the
system periodically.For example, after a specific time
interval or after a certain number of requests have been
processed. With software rejuvenation, the system will
automatically restart, refresh itself and begin from a new
state every time, removing any potential bugs or
errors[11],[16].

Pre-emptive Migration: In this technique, applications are
monitored for performance degradation and potential
failures with the help of a feedback loop control approach
and are preemptively migrated to other resources or
instances in the cloud in order to reduce the impact of any
failure[17].

Load Balancing: Load balancing is a technique used to
distribute workloads evenly across multiple processing
nodes. In cloud computing, this technique is used to ensure
that no single node is overloaded by transferring the extra
load from the CPU to another CPU that doesn’t exceed its
maximum limit, thus improving performance and
reliability[18].

1. MISCELLANEOUS FAULT TOLERANCE APPROACHES BASED ON MACHINE LEARNING

Tablel: Advantages & Disadvantages of Miscellaneous Fault Tolerance Approaches based on Machine Learning

ML APPROACH

ADVANTAGE

DISADVANTAGE

Neural Network
[21]

Neural networks can handle complex patterns and
relationships in data, making them suitable for fault
prediction and detection.

They can adapt to changing environments and learn
from experience, potentially improving fault
tolerance over time.

Training neural networks can be computationally
expensive, especially for large datasets.

Neural networks are often considered black-box
models, making it difficult to interpret their decisions,
which can be a drawback in critical systems where
transparency is necessary.

KNN (K-Nearest
Neighbor)[22]

KNN is simple to understand and implement,
making it suitable for quick prototyping.

It can handle both classification and regression
tasks and can be effective for fault prediction in
distributed systems.

KNN requires storing all training data, which can be
memory-intensive, especially for large datasets.
Prediction time can be slow, particularly in high-
dimensional spaces or with large training sets.

SVM (Support
Vector Machine)
[21, 23]

SVMs work well in high-dimension spaces and are
effective for both classification and regression
tasks.

They are less prone to overfitting compared to
some other algorithms.

SVMs can be sensitive to the choice of
kernel parameters and regularization.

They may not perform well with noisy data
or when classes are heavily overlapping.

Reinforcement
Learning [24]

It can adapt to dynamic environments and learn
optimal strategies through trial and error.
It can handle complex, multi-step decision-making

Often require significant computational resources and
time for training, especially for complex tasks.
They can be sensitive to the choice of reward
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processes, making it suitable for fault recovery and
fault-tolerant control.

functions and exploration strategies, leading to
suboptimal performance if not properly tuned.

Clustering
[25, 26]

e [t can uncover hidden patterns and structures in
data without requiring labeled examples, making it
suitable for unsupervised fault detection.

e It can provide insights into system behavior and
identify potential fault clusters.

Results can be sensitive to the choice of distance
metrics and clustering algorithms.

Determining the optimal number of clusters can be
challenging, and the interpretation of clusters may
require domain expertise.

Meta-Heuristics
[27, 28]

e Can efficiently explore complex solution spaces
and find near-optimal solutions to combinatorial
optimization problems.

e They can be applied to a wide range of

It may not guarantee finding global optimum and can
stuck at a local one.

Often require fine-tuning of parameters and may not
scale to very large problem instances.

optimization problems without requiring explicit
problem-specific knowledge.

IV. RELATED WORK

ASSERTED PROPOSED TYPE OF STRENGTH WEAKNESS
MODEL BY APPROACH
SVM-Grid Fault Pie Yun Zhang Proactive Effectively combines feature selection Requires careful tuning of SVM
Detection et al.[44] Approach and classifier learning for fault parameters and grid selection,
detection in cloud computing which may affect detection
systems.. accuracy.
Utilizes SVMs to accurately detect Dependency on the quality of
and predict abnormal behaviors, training data for SVM model
improving fault prediction construction.
performance.
PCFT (Proactive | Jialei Liu etal. Proactive Automatically ~ migrates virtual Complexity in coordinating and
Co-ordinated [45] Approach machines to ideal target physical harmonizing VM migrations
Fault Tolerance) machines, improving service may introduce overhead.
availability and reducing downtime. Dependency on accurate
Outperforms alternative strategies in monitoring and prediction of
terms of execution speed and system faults for proactive
transmission overhead. measures.
EDCKP (Edge Zhou et al. Reactive Improves the dependability of cloud Relies on the accurate detection
Switch Failure [46] Approach computing  services by creating and handling of edge switch
Aware checkpoint records at the edge of the failures, which may not cover
Checkpointing) cloud infrastructure. all potential failure scenarios.
Effective in minimizing downtime and Deployment and management
ensuring service continuity in the of check pointing infrastructure
event of switch failures. may  introduce  additional
complexity  and resource
overhead.
ICFWS (Fault G. Yaoetal. Reactive Combines replication, fault detection, Complexity in task breakdown
Tolerance [47] Approach recovery, and load balancing and fault tolerance strategy
Workflow techniques for fault tolerance in large- selection may increase
Scheduling) scale distributed computing systems. computational overhead.
Offers  flexibility in  choosing Reliance on accurate task-
replication or resubmission strategies specific deadlines and workload
based on task-specific sub-deadlines. distributions ~ for  effective
scheduling.
OPVMP (Optimal | S. Wang et al. Reactive Maximizes cloud service availability Requires heuristic algorithms
Redundant Virtual | [48] Approach and resiliency by optimally placing for optimal placement, which
Machine redundant virtual machines. may not always guarantee the
Placement) Efficiently balances load across cloud best solution.
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services and facilitates rapid service
recovery in case of failures.

Complexity  in managing
redundant VMs and resource
allocation may increase
management overhead.

Provides fault tolerance and energy
efficiency by structuring systems with
redundant components.

Ensures system operation even if a
subset of components fail, improving
overall system reliability.

Dependency on the appropriate
choice of k and n values may
lead to under or over-
provisioning of resources.
Increased complexity in system
design and management due to
redundancy and fragmentation
of data.

Optimization)

KNF (k-out-of-n Chen et al. [49] Reactive
Reliability Approach
Framework)

ROCloud W. Qiu et al. Reactive
(Reliability-based | [50] Approach
Design

Enables reliable migration of legacy
applications to the cloud by providing
fault-tolerant design patterns and
automated reliability analysis tools.

Facilitates efficient and reliable cloud

Dependency  on  accurate
reliability analysis and design
optimization ~ may  require
substantial computational
resources.

application design through fault- | @ Complexity in selecting and
tolerant
component assessment.

strategy ~ selection  and implementing fault-tolerant
strategies for different
application components and

architectures.

V. FUTURE AREAS FOR RESEARCH

e Developing methods to improve fault tolerance of
applications running in the cloud, such as by
leveraging checkpoint-restart techniques, distributed
computing, and other approaches.

e  Developing distributed protocols to increase the fault-
tolerance of cloud services, such as those related to
replication and self-healing.

e  Developing software-defined infrastructure for cloud
platforms that are resilient to faults and can quickly
detect and respond to various types of failure.

e Developing methods and algorithms that can
dynamically adapt the fault-tolerance strategies of
cloud services based on changing workloads and
system requirements.

e  Developing methods to detect faults in cloud services
and automatically recover from them without manual
intervention.

e  Developing approaches to incorporate security into the
fault-tolerance mechanisms of cloud services.

Some Domains on which the research need to be done so

that we can increase the performance level and efficiency of

the system are as follows:

A. Deep Learning [40][41]:

It is the process of training a computer to recognize patterns
and make decisions about complex data sets. It is predicated
on the notion of a neural network, which is a collection of
algorithms that resembles the composition and operation of
the human brain. Deep learning algorithms are extremely
accurate and effective tools for Al applications because they

process data using numerous layers of neurons. Deep learning
has several applications including machine

translation, natural language processing and picture
recognition. Enhancing cloud computing fault tolerance can
benefit greatly from deep learning. Deep learning algorithms
can be used to identify and detect errors, anomalies and
potential failures in a cloud computing system. This helps to
prevent and mitigate unexpected outages, ensuring the high
availability of cloud services. Deep learning can also be used
to detect malicious activities, helping to secure cloud
infrastructure from cyber-attacks. Deep learning algorithms
such as convolutional neural networks (CNNSs) is used to
analyze large datasets like log files and system performance
metrics to detect anomalies in the system. Using deep learning
algorithms, root cause of an issue can be diagnosed. This could
include natural language processing (NLP) methods to analyze
customer feedback, or unsupervised learning algorithms to
find patterns in log files. Deep learning algorithms such as
recurrent neural networks (RNNs) are used to predict when
faults are likely to occur in the future. This could help to
identify potential problems before they become an issue.
Additionally, deep learning can be utilized to optimize
resource allocation in cloud computing, enabling efficient
utilization of resources and minimizing downtime.

B. Blockchain [42][43]:

A blockchain is a distributed digital ledger that records
transactions across many computers. It is used to store and
track data such as financial transactions and digital assets. The
data stored on a blockchain is cryptographically secured and
immutable, meaning it can't be changed or manipulated. This
makes it an ideal medium for recording and tracking data that
needs to be secure and trustworthy. Blockchain technology can
be used to provide fault tolerance for cloud computing by
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using smart contracts. Smart contracts can be used to trigger
automated processes in the event of a system failure such as
data replication, failover and rollback. By leveraging the
decentralized, immutable and transparent nature of
blockchain, cloud computing can be made more reliable and
secure. Smart contracts can also be used to ensure that data
is not tampered with and to ensure that the cloud computing
system is running as expected. Additionally, blockchain
technology can be used to provide access control and
authentication to cloud computing resources, ensuring that
only authorized users can access the system. It can be used
to check the authenticity of each block details even when no
centralized authority is present. It allows cloud service
providers to detect and record faults in the cloud
environment in a transparent and secure manner. This allows
cloud service providers to detect and respond to faults
quickly and accurately to minimize disruption and
downtime.

VI. CONCLUSION

Cloud computing is spreading across many industries
because of its ability to provide computing services like
servers, storage, databases, networking, software and
analytics. These services enable speedier innovation,
adaptable resources and scale economies. It does this by
providing computing services such as servers, storage,
databases, networking, software and analytics. It provides an
agile, cost-effective way to build and manage applications
but there still exist failures that need to be encountered.
Fault tolerance in Cloud computing is to ensure that the
system and applications are protected from hardware or
software failures, ensuring continuous service availability
and data integrity. By enabling redundancy, which enables
the system to continue operating even when a component
fails. Fault tolerance raises the reliability of a cloud system.
It also helps to ensure that data is protected from potential
corruption and loss.

The principle components, service models and deployment
strategies of cloud computing have all been looked at in this
survey study. Several different sorts of faults, fault tolerance
techniques, and models have been covered in this study in
order to overcome the faults to make computing more
trustworthy for the users. Further, to increase the working of
fault tolerant systems, some of the approaches have also
been covered. The survey also marked some future
directions of research as well as the related work in this
domain to exponentially increase the efficiency and
effectiveness of computing systems.
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